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ABSTRACT  
The term resilience is used differently by different communities. 
In general engineering systems, fast recovery from a degraded 
system state is often termed as resilience. Computer networking 
community defines it as the combination of trustworthiness 
(dependability, security, performability) and tolerance 
(survivability, disruption tolerance, and traffic tolerance). 
Dependable computing community defined resilience as the 
persistence of service delivery that can justifiably be trusted, when 
facing changes. In this paper, resilience definitions of systems and 
networks will be presented. Metrics for resilience will be 
compared with dependability metrics such as availability, 
performance, performability. Simple examples will be used to 
show quantification of resilience via probabilistic analytic models. 
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1. INTRODUCTION 
Resilience is becoming an important service primitive for 

various computer systems and networks. Resilience is used in 
many different application domains but the quantification of 
resilience has not been done well. Huchison et al. [6] defined it as 
the combination of trustworthiness (dependability, security, 
performability) and tolerance (survivability, disruption tolerance, 
and traffic tolerance). Laprie [10] and Simoncini [21] defined 
resilience as the persistence of service delivery that can justifiably 
be trusted, when facing changes. Changes here may refer to 
unexpected failures, attacks or accidents (e.g., disasters). Changes 
may also refer to increased loads. Resilience thus deals with 
conditions that are outside the design envelope whereas other 
dependability metrics deal with conditions within the design 
envelope. In this paper, resilience definitions of systems and 
networks will be presented. Metrics for resilience will be 
compared with dependability metrics such as availability, 
performance, performanbility and survivability. Simple examples 
will be used to show quantification of resilience via probabilistic 
analytic models. 

The remainder of the paper is organized as follows: 
background of this work is presented in Section 2. Resilience 
models are presented in Section 3. We conclude in Section 4.  

2. BACKGROUND 

 

Figure 1. Classification of threats (failures, attacks and 
accidents) 

 

Figure 2. A Dependability and Security Tree 
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In this section, we present various definitions of resilience. 
In general, resilience can be defined as the ability of 
(system/person/organization) to recover/defy/resist from any 
shock, insult, or disturbance [19]. The term resilience is used in 
many different fields. Dearnley [4] used the term ‘resilience’ in 
computer database systems. Database resilience is defined as the 
ability to return to a previous state after the occurrence of some 
event or action which may have changed that state. The terms 
related to the concept of resilience are privacy, security and 
integrity. Najjar et al. [15] expressed network resilience as the 
probability of disconnection in a family of regular graph network 
topologies. Resilience is also used in other application domains 
such aviation systems [2], cryptographic protocols [5], voice 
coding systems [11][7], network subject to failures 
[3][13][15][23], a general computer network [20] and content 
distribution networks (CDN) under distributed denial of service 
(DDoS) attacks [11], DNS under denial of service (DoS) attacks 
[18], wireless sensor networks [1], water resources systems [8] 
and data center [9]. In particular, Hutchison et al. [6] defined it as 
the combination of trustworthiness (dependability, security, 
performability) and tolerance (survivability, disruption tolerance 
and traffic tolerance). Cholda et al. [3] defined resilience as an 
expanded concept of quality of service incorporating service 
availability and maintainability. Liu et al. [13] characterized 
resilience as the percentage of lost traffic upon failures and 
defined scalability of resilience as the growth rate of the 
percentage of lost traffic with respect to network size, link failure 
probability, and network traffic for given failure protection 
schemes. Laprie [10] and Simoncini [21] defined resilience as the 
persistence of service delivery that can justifiably be trusted, when 
facing changes. Changes here may refer to unexpected failures, 
intrusions or accidents. Changes may also refer to increased load. 
More detailed classification of changes in computer systems and 
networks are shown in Figure 1. Laprie and Simoncini [10][21] 
have provided a conceptual definition of resilience but they have 
not quantified the resilience of computer systems and networks. 
To quantify resilience, we use dependability attributes of systems 
such as availability, performance and so on, as shown in Figure 2. 
Probabilistic analytic models to present dependability attributes 
can be constructed using model representation techniques such as 
combinatorial, state-space, hierarchical and fixed-point iterative, 
among others  [17]. Simulation models and hybrid models [26] 
also can be constructed; however, we limit our scope only state-
space type probabilistic analytic models in this paper. We can 
evaluate steady-state output measures of interest such as 
availability, performance, survivability, etc via the probabilistic 
analytic models. We then enforce changes such as unexpected 
failures, attacks and accidents (see Figure 1). For instances, 
according to Liu et al.’s definition [13], resilience is defined as a 
percentage of lost traffic upon failures. We use blocking 
probability or availability to quantify the resilience of a system 
[24]. An overload can be one of changes to the system, such as 
increased arrival rate of traffic. Resilience models for some 
dependability attributes are presented in next section. Since we 
focus on change as a key aspect of resilience, change can be 
system structure or parameters of the system. There is a body of 
work under phase mission systems [15][22][27] in reliability that 
deals with both these type of changes. In this paper we focus on 
parametric changes only. 

3. RESILIENCE MODELS 
3.1 Resilience of Availability Model 

 

Figure 3. Telephone switching system availability model. 

Consider a telephone switching system with n channels. The 
times to channel failure and repair are exponentially distributed 
with mean 1/γ and 1/τ, respectively. We compute the steady-state 
system unavailability, UA, and instantaneous unavailability, UA(t). 
Let πi be the steady-state probability for the CTMC in Figure 3 to 
be in state i. Then steady state unavailability is:  

 
UA = π0                                                                                                                   (1) 
 
Now, we want to enforce a change to the availability model. 

Here, we vary the failure rate γ over a certain period of time [24]. 
There are several ways to incorporate time dependent failure rates 
in availability models. The easiest way is to approximate a 
continuous function by a piecewise constant function so that we 
can compute the resilience of the availability model. The result is 
depicted in Figure 4. We used SHARPE [25] to compute the 
measures of interest throughout the paper.  

 

 

Figure 4. Resilience of availability due to change in failure rate. 

3.2 Resilience of Performance Model 

Figure 5. Telephone switching system performance model. 

 
We consider the performance model of the same telephone 

switching system in Figure 5. State index j indicates the number 
of channels in use. The call arrival process is assumed to be 
Poisson with rate λ and call holding times are exponentially 
distributed with rate µ. A new call is accepted if at least one idle 
channel is available, otherwise it is blocked. Let πj be the steady-
state probability of state i for the continuous time Markov chain 
(CTMC) in Figure 5. Then steady state blocking probability, Pb is:  

 
Pb=πn                                                                                                               (2) 

Instantaneous Unavailability vs change in failure rate
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Now, we apply a parametric change to this pure performance 

model. We compute transient behavior of the performance model 
while increasing arrival rate λ to quantify the resilience of the 
performance model. In order to do this, steady state probability of 
the pure performance model is assigned as the initial probability 
vector of transient performance model. The change of blocking 
probability with respected to the arrival rate λ change is shown in 
Figure 6. The arrival rate is assumed to change linearly from 49 to 
100; this approximated by a piecewise constant function with the 
granularity of one time unit. 

Figure 6. Resilience of blocking probability vs. arrival rate 
changes. 

3.3 Resilience of Performability Model 

 

Figure 7. Telecom switching system performability model. 
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Figure 8. Resilience of performability model. 

 
We construct a composite model of telephone switching 

system with n channels. The call arrival process is assumed to be 
Poisson with rate λ, the call holding times are exponentially 
distributed with rate µ. The times to channel failure and repair are 
exponentially distributed with mean 1/γ and 1/τ, respectively. The 
composite model is then a homogeneous CTMC, shown in Figure 
8.  In this performability model we compute resilience by varying 
both failure rate γ and arrival rate λ after the system is in the 
steady state. In this case, instead of transient blocking probability, 
we simply compute the steady state blocking probability for 
different values of the arrival rates and failure rates. When we 
increase the arrival rate, blocking probability increases and when 
the failure rate is increased, blocking probability also increases.  

3.4 Survivability Model 

 

Figure 9. Switching system survivability model. 

In the performability model of Figure 7, we now force all 
transitions from the first row to the second row, since we want to 
study the system behavior given that a failure has occurred. These 
transitions are marked with dotted arcs denoting that 
instantaneous transitions have taken place. The new composite 
model is shown in Figure 9, this is a survivability model. More 
discussion on survivability model can be found in [14]. Figure 10 
shows blocking probability as a function of time just after the 
occurrence of failure.   
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Figure 10. Switching system survivability results. 

 
Due to the page limitations, we have not included other types 

of resilience models. We can construct resilience models for other 
dependability attributes (such as confidentiality, integrity, 
reliability, maintainability, safety) of the computer systems and 
networks as also using different types of model representation 
methods [17][26]. We can also study resilience to system 
structure changes using methods analogous to phased mission 
system (PMS) models [22][27].  

4. CONCLUSIONS 
In this paper, we have presented definitions of resilience for 

computer and network systems. We constructed resilience models 

Blocking probability vs. arrival rate changes
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for dependability and performance by applying changes (mostly 
failures and/or overload (here, increase in arrival rate) to the 
dependability/performance models. We have shown numerical 
results of using Markov models. Other types of stochastic models 
can also be used to study resilience of various systems. 
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